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Uvod

1. Uvod

U ovom dokumentu su opisane funkcionalnosti koje ¢e Android aplikacija sajta TOC
Search imati implementirane. Trenutno, sajt podrzava prostu i naprednu pretragu baze
teroristickih organizacija, grupa i pojedinaca. Cilj Android aplikacije jeste da pored lako
dostupne i brze pretrage, omoguci pretragu putem kamere.

Na slici 1. je prikazan izgled sajta sa odabranom naprednom pretragom:

Home | About TOC search | TOC search team | Contact ﬁ Nikola Milenkovic | Settings | Logout

T€3 C Terrorist and Organized Criminal
s=earcl:| SearCh Data BGSG

Individuals Groups Ogranizations Actions Supporters Links GMC reports

Advanced search of individuals

For more search options click on the title of options group

Name

Alias

sex Male [=]
Key ® Blue O Red

= Birth date
From date

To date

+ Location

= Membership

Belongs to group

Belongs to organization

= Terrorist status

Leader [7] coordinator [[]  Arrested [}

] Status
Convicted [0 Dpead O undetermined O

+ Terrorist activity

Slika 1. Primer napredne pretrage na sajtu TOC Search
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Funkcionalnosti

2. Funkcionalnosti

U daljem tekstu Ce biti opisane funkcionalnosti koje ¢e aplikacija podrzavati. Android
aplikacija ¢e se oslanjati na funkcionalnost sajta tj. podatke c¢e dobijati sa sajta u
odgovaraju¢em formatu. Aplikacija se ne¢e moc¢i koristiti u ,offline“ rezimu, Sto znaci da ¢e za
njeno funkcionisanje biti potrebna internet konekcija na telefonu preko Wi-Fi mreZe ili preko
mobilnog interneta.

2.1. Autentifikacija

Pri ulitavanju aplikacije, korisnik e biti prikazan ekran za autentifikaciju (Slika 2).
Slicno kao i na sajtu, korisnik mora da unese svoje korisnicko ime i lozinku da bi bio u
mogucnosti da koristi aplikaciju.

Ukoliko korisnik nema kreiran nalog za koriS¢enje aplikacije, moZe da kreira nalog
klikom na link ,Create account”. Aplikacija ¢e ga u tom slucaju preusmeriti na sajt i formu za
registraciju.

TEOC

search

by TOCs team

Username

[ ]

Password

| |

Create account

Slika 2. Autentifikacija korisnika

Posle uspeSne registracije, aplikacija ée prikazati glavni ekran. U zavisnosti od
korisnikovih privilegija, aplikacija ¢e mu dozvoliti pristup drugacijem skupu funkcionalnosti.
Bitno je joS i napomenuti da ¢e aplikacija sa serverom komunicirati enkriptovano koristeci
HTTPS protokol.
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Funkcionalnosti

2.2. EKkran za pretragu

Podrazumevano, prvo $to se prikaZe korisniku jeste ekran za pretragu osoba. Izgled
tog ekrana se vidi na Slici 3. Aplikacija ¢e prikazati spisak sa listom osoba pri ¢emu nad
podacima iz liste nije izvrSeno nikakvo filtriranje.

Kao i na sajtu TOC Search, korisnici mogu vrsiti pretragu unosom odgovarajuceg upita
u polje za pretragu. Pri izvrSenju upita korisniku ¢e se prikazati lista sa filtriranim podacima,
ili sa informacijom da za dati upit ne postoje nikakvi podaci.

Za detaljnije informacije o osobi, korisnik moZe da klikne na osobu i prikaza¢e mu se
ekran kao na Slici 4, sa istim informacijama kao i na sajtu.

[

Individuals  Groups Ogranizations Actions Supporters Links

Butt Shahid shahid But

Ghalain Mohsin mc
0 links
Police stop a car carrying supporters of Abu Hamza a

paramilitary training

Status

Leader o Coordinator

Convicted o Dead

Terrorist/Criminal activity

KHALED Alaa aka Abu Alaa bomb attack

1 links

Comment/Biography

Abdul Al Salam Al Hilal Police stop a car carrying supporters of Ab
_S - Masri on their way back from a paramili

camp in Wales. The supporters include Mol
Abu Hamza's stepson, and Mohammed Katl
his son. Abu Hamza, an informer for the Br
services (see Early 1997), began setting

eved to be in Yemen are Shaykh Dabwa camps and courses in HEEaUllraVi|

Shaykh Dabwan
0 links

Slika 3. Spisak osoba. Slika 4. Detalji osobe.

Pored pretrage osoba i informacijama o osobama, u aplikaciji je moguée vrsiti

pretragu nad slede¢im kategorijama podataka:

e Grupe (eng. groups) (slike 51 6)

e Organizacije (eng. organizations) (slike 7 i 8)

e Akcije (eng. actions) (slike 91 10)

e Podrska (eng. supporters) (slike 11 i 12)

e Linkovi (eng. links) (slike 13 i 14)

e GMC reports

e Flash news
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Individuals Groups Ogranizations Actions Supporters Links

IN CUSTODU FOR HAVING LINKS TO AL-
QAEDA / AFGAN ARABS-2002.

0 links
links to AL-QAEDA. .. read more >>

SENIOR AL-QAEDA OPERATIVE WHO

ELUDED AUTHORITIES IN SHABWA

PROVINCE-YEMEN(DECEMBER 2002)
0 links

1 member known, 21 other members also escaped... read more >>

OTHER AL-QAEDA SUSPECTS IN YEMEN
0 links

read more >>

AL-QAEDA OPERATIVE ARRESTED
TRYING TO ENTER YEMEN-OCTOBER
2003

0 links

read more >>

AMERICAN WANTED BY U.S.-MAY 2004
0 links

read more >>

YEMENI SHEIKH AND PARLIAMENTARIAN
SUSPECTED OF AL-QAEDA TIES

0 links
Yemeni sheikh and pariamentarian, links to AL-QAEDA. .. read more

Individuals Groups Ogranizations Actions Supporters Links

AL NAHDA (TUNISIA)
0 links
read more >>

Jemaah Islamiyah Ji; al-Jama h al-Islamiy:

24 links

connected with AQ and UBL. Is the al Qaeda
international terrorist group, a Southeast
network.Filipino Muslim extremist...... read more >>

n Muslim ext

East Turkistan Islamic Movement eTi
Eastern Turkistan Islamic Movement; East Turk
Islamic Movement; Islamic Party of Eastern
Turkestan; Islamic Party of Turkestan; Turkestan Islamic |
TIP; Eastern Turkestan Isl Party; Eastern Turkistan Is
Movement; Eastern Turke Organization; Eastern Turk
slamic Party; Turkistan Islamic Party; East Tajikistar
slamic Party; n Turkistan Uighur Party; Islamic
Movemer Turkistan; East Turkistan Movement; Dogu
Turkistan Islam Hareketi; East Turkestan

6 links

The East Turkestan Islamic Movement (ETIM) is a sep
Muslim group operating in China's western Xinjiang province
is the most militant of t...... read more >>

ARMY OF THE MUSLIM MOJAHEDIN
0 links

read more >>

ANJUMAN KHUDDAM-IL-FURQAN
(TALIBAN DISSIDENT EEESIESEETIN)

Slika 7. Spisak organizacija.

Aliases

Key
Locations
Active

Date of fundatien

Parent groum

Farent organization
Group leaders

Group coerdinators

Group members(8)

Terrorist/Criminal activity

bomb attack

Group Comment/Profile

GMC reports related to Al Qaeda in Eu

Multimedia

= i Videos(@) 4| Audiof)

Slika 6. Detalji grupe.

Active

Date of fundation

Parent crganization

Organization members (12)

Terrorist/Criminal activity

No activites found sovciomtn sra et

Slika 8. Detalji organizacije.
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[

Individuals Groups Ogranizations Actions Supporters Links!
2009-05-04, Bala Morghab district,

Badghis province, Afghanistan, Taliban
attack on police checkpoint

s Taliban militants
attacked a poli point in richaq area of Bala
Morghab district in >

2009-05-06, Pakistan, Pakistani security
forces attack on Taliban
0 links
ni security forces attacked Taliban fighters on Wednesday
of them, the military said, after the

2009-05-05, Mingora, North West Frontier
Province, Pakistan, Capturing of Mingora
0 links

At least three suspected pro Taliban militants and tv

were killed when militan ked and occupied |

Mingora in the Swat di...... read more

2008-11-28, Jos, Nigeria, Clash between
rival ethnic and religious groups
0 links

Rival ethnic and religious groups armed with guns an

clashed in the cit 08-11-28; At least 20

Killed and 300 others were wounded in the ighting., read

2008-11-30, Bangkok, Thailand, Grenade
attack at Government House
0 links

A grenade attack wous 51 anti gover
Government House in th al Bangkok

Slika 9. Spisak akcija.

[

Individuals Groups Ogranizations Actions Supporters Links

United Association for Studies and
Research UASR
0 links

Mousa Abu Marzook is the founder.... read more >>

Kings College of Management

3 links

A college accredited by a government approved body as
a high quality institution has been selling diplomas to enabl
foreign students to extend their...... read more >>

Manchester College of Professional

Studies

2 links
Manchester College of Professional Studies gave places to eight o
the students arrested in April 2009 for suspected involvement in ar
al-Qaeda terror read more >>

Islamic center in Milan

0 links

During the Bosnian war (1992-1995), the Islamic cente
in Milan was one of the logistical hubs for foreign mujahideer
making their way to Bosnia and Herzegovina.... read more >>

Albanian Institute of Islamic Thought and

Civilization AlrTc;

0 links
The Albanian Institute of Islamic Thought (AIITC) and Civilization
has kept a fairly low profile, despite having existed since 1994
According to the...... read more >>

Munir al-Ma

Slika 11. Spisak podrske.

Terrorist/Criminal activity
armed attack
Action Comment

One civilian was killed and four others were wounded
when suspected Moro Islamic Liberation Front (MILF)
militants attacked the AMS Banana Plantation in the
Blasan area of Tulunan district in North Cotabato
province on 2009-05-03.

GMC reports related to this Action (1)
Multimedia

al i VeosD! < Auddo(0) Documerts(0)

mi ] e e

Slika 10. Detalji akcije.

Date of foundation

Supporter Comment/Profile

Manchester College of Professional Studies
to eight of the students arrested in Aj
suspected involvement in an al-Qaeda terr¢
closed last summer. Records show that tw(
suspects enrolled at King's College of Man:
leaving Manchester College of Professional

GMC reports related to Manchester Cc
Professional Studies (1)

Multimedia

= i Videos@) ¢ Audio(0)

Slika 12. Detalji podrske.
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[

Individuals Groups Ogranizations Actions Supporters Links

AHMAD Sarmad - KHALED Alaa aka Abu
Alaa
read more >>

Benhira Aisa Abulraihm - Ajman Awad

Arrested together in Bosnia and Hercegovina. read

Benhira Aisa Abulraihm - Abdulah

Baaura Link Comment

Arrested together in Bosnia and Hercegovina. read more >>

Arrested together in Bosnia and Hercegovina.

Ajman Awad - Abdulah Baaura

GMC reports related to this Link (0)

Arrested together in Bosnia and Hercegovina. read
Multimedia
Omar Venancio - Umar Patek

3 Wy Videos(0) Auic Dacuments( 0]
Omar Venancio had opened bank accounts and = Wl demn® | (o) Antre) —
handled funds for Indonesian fugitive militant leader Umar
Patek since 2004 read more >>

Omar Venancio - Mokasid Dilna

read more >>

ABDEL BARY Adel - Abu Qatada

According to the report, Qatada and Adel Abdel Bary,
leader of the UK branch of Egyptian Islamic Jihad, were able to
smuggle out a series of fatwas legitimizing attacks by al-Qaed

read more >

Didem Akman - Serkan On“%

Slika 13. Spisak linkova. Slika 14. Detalji linka.

2.3. Pretraga prepoznavanjem lica (eng. face recognition
search)

Aplikacija ¢e pored standardnog nacina pretrage (unosom teksta), omoguditi i
pretragu putem slike. Aplikacija ¢e se osloniti na moguc¢nosti Android operativnog sistema
koji omoguéava da se na jednostavan nacin koristi kamera telefona (bilo da je to prednja ili
zadnja kamera). Aplikaciju ¢e omoguciti i unos slike sa memoriske kartice telefona.

Koraci koji su neophodni da bi se izvrsila pretraga prepoznavanjem lica:

1. Korisnik izabere opciju ,Face recognition search”.
Aplikacija pita korisnika da li Zeli da unese sliku uz pomo¢ kamere ili sa memorijske
kartice.
Korisnik odabere unos pomo¢u kamere.
Aplikacija krene da prikazuje sliku sa kamere.
Kada je korisnik zadovoljan pozicijom osobe na ekranu, klikne bilo gde.
Aplikacija ¢e poslati serveru sliku.

N

No e w

Server Ce izvrSiti pretragu i vratiti rezultat u odgovaraju¢em formatu koji ¢e biti
prikazan korisniku.

Na Slici 15. je prikazan interfejs za unos slika. Slike se mogu uneti na pomenuti nacin
uz pomo¢ kamere, ili uCitavanjem slike sa memorijske kartice telefona. Bitno je napomenuti
da ¢e rezultat pretrage biti prikazan u vidu liste prepoznatih lica, kao na slici 3. Klikom na
neku od osoba iz liste se prikazuju detalji te osobe.
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Import picture

by Camera ]

or from phone memory

[ Browse ]

Slika 15. Interfejs za unos slika.

2.4. Naslovna linija

Na vrhu svakog ekrana ¢e stajati naslovna linija koja sadrzi sledece elemente:

o lkonica za home (vidljiva jedino u slucaju kada nije prikazana pocetna strana
aplikacije)

e Logo TOC Search baze

e Kijuc (plaviili crveni)

e lkonica koja otvara meni sa dodatnim opcijama

o Izloguj se <ime korisnika> - zavrSava se sesija i korisnik se odvede na stranu

za logovanje (slika 2).
About TOC Search - prikaze se novi ekran sa informacijama o TOC Search bazi.
About this app - prikaze se novi ekran sa informacijama o Android aplikaciji.

John Doe

About TOC Search

About App

Sign Out

Slika 16. Izgled naslovne linije na svakom ekranu u aplikaciji. Prikazan je i meni koji se otvori klikom na
ikonu sa uspravne tri tacke.
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2.5. Prikaz multimedijalnog sadrzaja

Aplikacija ¢e za prikaz multimedijalnog sadrzaja koristiti integrisane aplikacije. Na
primer, ukoliko za neku osobu postoji video i korisnik Zeli da ga odgleda, klikne na Zeljeni
video i otvori se aplikacija specijano namenjena za prikaz video sadrzaja. Slicno za slike,
audio zapise i dokumenta. Multimedijalni sadrZaji ¢e biti podrzani kod sledecih entiteta:

e Osoba

e (Grupa

e Organizacija

e Akcija

e Podrska (eng. supporters)

e GMC reports (samo dokumenta)
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